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Quantum key distribution (QKD) is the art of distribut-
ing secret bits based on the fundamental laws of physics, 
and it enables information-theoretic secure communica-

tion, regardless of the unlimited computational power of a poten-
tial eavesdropper1. Over the past three decades, QKD has attracted 
widespread attention and has matured to real-world deployment 
over optical-fibre networks2,3. However, the wider application of 
QKD is curtailed by channel loss, which limits increases in the key 
rate and the range of QKD4–7. In a QKD system, photons, as the car-
riers of quantum keys, are prepared at the single-photon level and 
will be mostly scattered and absorbed by the transmission channel. 
However, they cannot be amplified, causing the receiver to detect 
them with very low probability. For a direct fibre-based link from 
the transmitter to the receiver, the key rate decreases exponentially 
with the transmission distance and cannot surpass the fundamental 
rate–distance limit of O(η), where η denotes the transmittance of 
the link8,9.

Twin-field (TF) QKD builds a promising rate–distance rela-
tionship of O(√η) to overcome this limitation without quantum 
repeaters, and achieves a considerable secret key rate even over long 
distances10. Great efforts have been made to develop its theory11–28 
and to experimentally demonstrate its unique advantages29–39. 
References 11 and 12 first proved the general security of TF-QKD, 
then an experiment based on ref. 11 was realized over a 502-km 
ultra-low-loss (ULL) optical fibre33. By removing the global phase 
randomization and phase post-selection in the code mode, another 
variant called no phase post-selection (NPP) TF-QKD was pro-
posed14–16 and demonstrated in several experiments30,32,35. Because 
all detection events in the code mode were used for key generation, 
NPP TF-QKD could achieve relatively high key rates, for example, 
a 2-kbps asymptotic key rate over 300 km of fibre30. Meanwhile, 

sending-or-not-sending (SNS) TF-QKD generates key bits from 
the single-photon components and shows good tolerance against 
misalignments13,18–20,24. Recently, the SNS TF-QKD system has over-
come the barriers of 100-dB channel loss and a 600-km fibre dis-
tance in the asymptotic scenario36, and has even been tested over 
field fibre37–39.

Figure 1 summarizes the recent long-distance fibre-based QKD 
experiments6,7,33,34,36,38,39. For fibre lengths beyond 450 km, all experi-
ments revolved around TF-QKD protocols. These results not only 
illustrate the huge advantages of TF-QKD, but also clearly show 
the advances of our work. First, we provide a description of the 
four-phase TF-QKD protocol, which combines the merits of the 
original TF-QKD protocol and NPP TF-QKD to achieve a high key 
rate and long theoretical distance simultaneously in the finite-size 
scenario. In the experimental realization, we develop a high-speed 
and low-noise TF-QKD system and optimize its performance by 
reducing the effect of noises that originate from the source, the chan-
nel and the detector. Compared with previous experiments33,34,36,38,39, 
one key advantage of our system is the lack of requirement for the 
optical amplifiers that are inserted in servo channels to increase the 
power of classic auxiliary signals. This advantage helps to remotely 
generate high-quality twin fields and reduces the complexity and 
cost, especially for further field and network applications.

Protocol
The four-phase TF-QKD protocol is summarized in the following 
five steps:

Step 1: Alice and Bob independently prepare a weak coherent 
state with intensity randomly chosen from μ, μ0, μ1 and μ2 with 
probabilities p0, p10, p11 and p2, respectively. Here μ corresponds 
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to the code mode and the other intensities correspond to the  
decoy mode.

Step 2: In the code mode, Alice (Bob) picks a ‘key’ bit a(b) ∈ {0, 
1} and a ‘basis’ bit a′(b′) ∈ {0, 1} randomly, prepares weak coher-
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). If the decoy mode is active, 
Alice (Bob) simply modulates a random phase from 0 to 2π on her 
(his) weak coherent state and prepares a mixture of Fock states with 
mean photon number μ0, μ1 or μ2.

Step 3: Alice and Bob send their weak coherent states to an 
untrusted middle station Charlie, who may make the two incoming 
states interfere on a beamsplitter (BS). Two single-photon detec-
tors (SPDs) are located at two distinct outputs of the BS, which are 
named D0 and D1, respectively. Charlie must publicly announce the 
clicks of D0 and D1. The first three steps will be repeated Ntot times.

Step 4: Among the Ntot trials, only when just one of D0 and D1 
clicks are they retained for further processing. Alice and Bob broad-
cast the intensities for each retained trial, and ‘basis’ bit a′ and b′ 
if relevant. For each retained trial satisfying a′ = b′, Alice and Bob 
record their key bits a and b sequentially to form the sifted key 
string. Note that if the click of D1 was announced, Bob may flip 
his corresponding key bit b. We denote the length of the sifted key 
string as K0. Let us also denote the numbers of retained trials in 
which they both prepare the same intensities μ0, μ1 or μ2 as K10, K11 
and K2, respectively, and K1 ≡ K10 + K11.

Step 5: According to K0, K1 and K2, Alice and Bob can share a 
secret key string with length G from their sifted key string with a 
failure probability no larger than ϵsec (see Methods for details).

There are some potential advantages of our protocol. In the code 
mode, the NPP TF-QKD protocol14–16 only modulates two phases 
by setting a′ = b′ = 0 for all trials, whereas the original TF-QKD 
protocol10 modulates phases continuously. Similar to phase-coding 
measurement-device-independent (MDI) QKD40,41, our protocol 
modulates four phases in the code mode and thus can be seen as 
an intermediate protocol between NPP TF-QKD and the origi-
nal TF-QKD protocol. The additional two phases lead to a lon-
ger secure distance compared with the two-phase NPP TF-QKD 
protocol26. On the other hand, the four-phase protocol simplifies 
the phase post-selection step in the original TF-QKD protocol 
and leads to a relatively higher key rate, especially considering 

the finite-size effect. In this article we also developed a finite-key 
analysis for the four-phase TF-QKD protocol (see Methods and 
Supplementary Information for details), which was employed in the  
experimental set-up.

Set-up
TF-QKD requires that the optical pulses from two remote users 
(Alice and Bob) stably interfere in the intermediate station 
(Charlie). Except where they have the same state of polarization, 
the wavelength difference and phase difference between Alice’s and 
Bob’s sources should be relatively stable over time. Here, both Alice’s 
and Bob’s sources are locked with a free-running common laser to 
reconcile their central wavelength values, and a time division mul-
tiplexing strategy is adopted to actively compensate the fast phase 
drift introduced by the fibre channels. These fibre channels include 
the servo channel that is used to transmit the light from the com-
mon laser to Alice (Bob) and the quantum channel that is used to 
transmit the time-multiplexed signal (divided into a reference part 
and a quantum part) from Alice (Bob) to Charlie.

The experimental set-up that meets the requirements of 
TF-QKD is shown in Fig. 2. The common laser is free-running with 
a central wavelength of 1,550.12 nm and a linewidth of 0.1 kHz (X15 
laser, NKT Photonics Inc.), and its continuous-wave (c.w.) light is 
split into two parts, which are sent to Alice and Bob through corre-
sponding servo channels, respectively. The c.w. light beam of Alice’s 
(Bob’s) local laser is also split into two parts: one part interferes with 
the received light from the common laser to lock her (his) laser’s 
central wavelength (source in Fig. 2), and the other part is directly 
passed through the chopper, encoder and regulator before entering 
the quantum channel.

In the source part, the weak light from the common laser is first 
stabilized to a fixed state of polarization by a polarization compensa-
tion module (PCM), then interferes with the light from Alice’s (Bob’s) 
local laser and is eventually detected by two positive-intrinsic-negative 
(PIN) detectors. Based on the detected phase-sensitive error signal, 
the homodyne optical phase-locked loop (OPLL) makes the phase 
difference between the received light from the common laser and 
the local light stable, makes their wavelength difference substan-
tially zero, and the negative-feedback phase modulator (PM) further 
reduces the residual phase noise. The local laser is composed of a 
14-pin butterfly laser diode (PLANEX, RIO Inc.) with a linewidth 
of 2 kHz and a homemade driving circuit with a temperature control 
accuracy of 0.001 °C. Error signals for both phase-locking and nega-
tive feedback are from the homodyne detectors.

The chopper consists of an intensity modulator (IM) and a pair 
of acousto-optic modulators (AOMs). IM1 modulates the locked 
c.w. light into a pulse train at 4 GHz with width of 60 ps. AOM+ 
and AOM− chop the pulse train into the time-multiplexed refer-
ence part and quantum part, and the duration time of either part 
will change depending on the rate of the phase drift. The reference 
part is comparatively bright and would provide error signals for the 
compensation of phase drift and an indicator for the compensated 
result. Here, AOM+ and AOM− denote the positive and negative 
80-MHz frequency shift AOM, respectively, and both of them are 
driven by the same signal. This pair of AOMs exhibit a stable and 
high extinction ratio between the reference and quantum parts, and 
a rise time of 120 ns.

The encoder is composed of three IMs and two PMs and only 
works on the quantum part. As required by the protocol, the 
encoder randomly switches between code and decoy modes. In 
the code mode, the three IMs only need to create the state with μ 
intensity, PM1 and PM2 independently modulate phases {0, π} and 
{0, π/2} according to their corresponding ‘key’ and ‘basis’ bit values, 
respectively. In the decoy mode, IM2, IM3 and IM4 randomly create 
the states with the other three intensities μ0, μ1 and μ2, PM1 and PM2 
add random phase from 0 to 2π onto each pulse.

Fig. 1 | Summary of recent long-distance QKD experiments beyond 
400 km. All demonstrations are provided with the fibre length, secure 
key rate per second (the data of ref. 34 is from ref. 3), submitted year and 
implemented protocol.
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The regulator is employed to achieve high interference vis-
ibility by regulating certain parameters and is made up of a dis-
persion compensation module (DCM), a variable optical delay 
(VOD) and a variable optical attenuator (VOA). A DCM based 
on fibre-Bragg-grating technology pre-compensates the distortion 
introduced by the chromatic dispersion of the quantum channel. 
VOD adjusts the time delay of Alice’s (Bob’s) optical pulses to over-
lap as much as possible on Charlie’s BS. VOA attenuates the global 
intensity of output pulses to meet the security requirements.

The quantum channels are composed of spools of G.654.E ULL 
optical fibre with a typical attenuation of 0.158 dB km−1 and a chro-
matic dispersion of 20 ps nm−1 km−1 at 1,550 nm (ULL-G.654.E, 
Jiangsu Hengtong Optical Fiber Technology Co.). The ULL fibre 
was made from a silica-glass preform whose core was doped with 
alkalis by vapour axial deposition. The attenuation caused by 
Rayleigh scattering was reduced by optimizing the viscosity mis-
match between the core and the cladding42,43.

After passing through corresponding quantum channels and 
PCMs, Alice’s and Bob’s encoded twin fields interfere on Charlie’s 
BS, and are finally detected by two superconducting single-photon 
detectors (SSPDs) based on superconducting nanowires. These two 
SSPDs (D0 and D1) are fabricated with NbN thin films cooled at 
2.1 K (ref. 44) and feature an average detection efficiency of 57.6% 
and a dark count rate (DCR) of less than 0.13 Hz (refs. 45,46). One 
feedback PM (with ~1.7-dB insertion loss) is added in the path 
from Alice to Charlie’s BS to compensate the fast relative phase drift 
introduced by fibre channels (details are provided in the Methods). 
Because there is no feedback PM in the path from Bob to Charlie’s 
BS, one fibre spool with length of 10.7 km is added in this path to 
balance the loss. Accordingly, one fibre spool with the same length 

is added in the servo channel from Charlie to Bob, and two fibre 
spools are added in Alice’s site to balance the time delay.

Results
To reduce the noise from the source and the servo channel we devel-
oped a highly sensitive and repeater-like laser source. The local 
sources belonging to Alice and Bob receive the weak light (attenuated 
by servo channels to ~1 nW) from the common laser, then are locked 
with the weak light to copy its phase and finally generate twin fields 
with 10-mW output power, just like repeaters in intermediate nodes. 
If optical amplifiers were added into the servo channel33,34,36,38,39 to 
increase the power of the received weak light, they would not only 
introduce extra noise, but also complexity and cost. One favour-
able approach is to improve the sensitivity of the repeater-like laser 
source, which can still work with very weak input power (~1 nW in 
our experiment). By taking advantage of homodyne detection, the 
source could work stably even with input power as low as 0.2 nW. We 
first tested the source noise without fibre channels (Supplementary 
Information). With 1-nW input power, two sources (Alice and 
Bob) were locked to a common laser, and their corresponding out-
put beams interfered on a polarization-maintaining BS. The corre-
sponding interference outcomes were recorded over 400 s with an 
acquisition time of 200 μs (Supplementary Information). By avoiding 
the noise of an electronic phase detector and electronic local oscil-
lator, which are widely employed in heterodyne OPLL, the source 
based on homodyne OPLL with 80-kHz loop bandwidth shows a 
reasonable interference outcome. The interference outcomes of 
two phase-locked lasers were similar to the interference pattern of 
two light beams from a single laser, and the stable duration of all 
interference outcomes was on the order of a second (Supplementary 
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Information). The standard deviation of the phase drift rate  
(Fig. 3a–c) is used to characterize the source noise. The noise level of 
this source is still ~2.5 times that of a single laser (Fig. 3b versus Fig. 
3a). Furthermore, a feedback PM was added in the source to reduce 
the residual phase noise, leading to a noise level almost identical to 
that of a single laser (Fig. 3c versus Fig. 3a). Without fibre channels, 
the noise of interference mainly comes from the source. Meanwhile, 
after inserting long-distance servo fibre channels, the repeater-like 
sources were sensitive enough without using optical amplifiers. 
Accordingly, twin fields could be remotely generated with very high 
quality. Now, only the phase drift accumulating along the servo 
channels needs to be considered.

To characterize the phase drift of the whole system, we mea-
sured the interference outcome over 1,689 km of fibre (including 
servo and quantum channels). The measurement set-up could be 
considered as a large Mach–Zehnder interferometer, with arms 
consisting of servo and quantum channels connected together by 
a corresponding repeater-like phase-locked source (Supplementary 
Information). The interference outcome was recorded by a super-
sensitive avalanche photodiode-based detector and an oscilloscope 
with an acquisition time of 4 μs over 20s. Even though the noise 
of the sources was minimized, the fast phase drift accumulated 
along the servo channels and quantum channels made the interfer-
ence fringe indiscernible on the timescale of a second. Taking data 
from 10 s to 10.0002 s, we calculated the relative phase (Fig. 3d), and 
the maximum drifted phase between two adjacent points was up 
to 0.172 rad. Based on 5 × 106 recorded points over 20 s, the rela-
tive phase drift rate was quantified by its standard deviation, with a 
value of 14,470 rad s−1 (Fig. 3e).

Based on the measured value of relative phase drift rate, we chose 
20 μs as the frame period, which was divided into reference and 
quantum parts by Alice’s and Bob’s choppers. For the scenario with 
833.80-km quantum channels, the stable durations of the reference 
and quantum parts were 10.4 μs and 8 μs, respectively (details are pro-
vided in the Methods). With the participation of Charlie’s feedback 
PM, a 9-μs duration time of the reference part was used to estimate 
the value of the relative drifted phase after quadrature interference, 
and the corresponding calculated error signal was loaded immedi-
ately, within 0.6 μs. After 0.8-μs in-phase interference of the bright ref-
erence pulses, the compensated result was indicated by the visibility of 
the interference. Finally, the 8-μs in-phase interference quantum part 
was employed to implement the four-phase TF-QKD protocol.

The interference photons were detected by two optimized SSPDs 
with relatively high detection efficiency and low DCR. The SSPD 
was first manufactured with a high level of saturation of intrinsic 
quantum efficiency by changing the thickness of the superconduct-
ing NbN film, and was then coupled to a cooled bandpass filter 
(passband of ~10 nm @1,550 nm) with bent pigtailed single-mode 
optical fibre45,46. Both the bent optical fibre (with a bending diam-
eter of 20 mm) and passband filter were placed in the same cryostat 
as the detectors, but at the first stage of cooling at 40 K to reduce 
the noise introduced by background radiation. With an efficiency 
of 57.6%, we achieved an average DCR of 0.1274 Hz per detector 
and a time jitter of less than 50 ps. We set a window of 120 ps (by 
post-processing the detection events recorded by a time-to-digit 
converter) to further reduce the influence of DCR, and the effi-
ciency of the window was more than 83%. Thus, the average DCR 
of one detector of the TF system was 1.529 × 10−11 per window.

Fig. 3 | Results of source noise and phase drift with fibre channels. a–c, Comparison of the source noise of three sources versus the phase drift rate of two 
light beams from a single laser (a), two phase-locked lasers without feedback PM in the source (b) and two phase-locked lasers with feedback PM in the 
source (c). d,e, The phase drift with fibre channels and two phase-locked lasers: the relative phase in a 200-μs timescale, calculated using recorded data 
from 10 s to 10.0002 s (d); histogram and distribution of the phase drift rate over 20 s (e). The orange lines in panels a,b,c, and e are distribution curves of 
the histogram (The histogram can be seen as a series of individual plots). Thus panels a,b,c, and e are ‘histogram and distribution of phase drift rate’.
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We also optimized the system parameters to achieve low mul-
tipath interference (MPI) noise in the quantum channels. with rela-
tively high interference visibility. As an essential part of a TF-QKD 
system, more and stronger reference pulses will lead to high vis-
ibility of interference. Meanwhile, MPI noise caused by multiple 
discrete reflections of strong reference pulses will interfere with the 
quantum pulses and create additional errors. The sources of forward 
MPI noise include double Rayleigh backscattering, splicing and 
connecting reflections combined with single Rayleigh backscatter-
ing, and double reflections47. The G.654.E ULL fibre used here has 
a low Rayleigh backscattering coefficient of 3.21 × 10−5 km−1, and 
all spools of fibre were spliced together. The number of reference 
pulses in each estimation region (9 μs) was increased to 36,000 for 
the 833.80-km transmission distance. With this distance we mea-
sured the visibility of in-phase interference in the reference part and 
MPI noise in the quantum part over different intensities of reference 
pulses. As shown in Fig. 4, the MPI noise was quantified in units of 
DCR and increased approximately linearly with the intensity of the 
reference pulses. The visibility of the reference’s in-phase interfer-
ence first increased rapidly and then gradually when the intensity 
of the reference pulses varied from 38.4 to 230.4 photons per pulse. 
We set the intensity of the reference pulses to 115.2 photons per 
pulse for the scenario with 833.80-km quantum channels, and the 
corresponding visibility and MPI noise were 96.11% and 1.03 times 
the DCR, respectively.

To obtain a positive key rate over an ultra-long distance in the 
finite-key scenario, the stability of the TF system plays an important 
role if we want to collect enough counts of quantum pulses. As well 
as fast compensation of phase drift, we added real-time modules 
to compensate the drifts of polarization and time delay of the fibre 
channels. The entire QKD system could operate continuously for 
several weeks. In the ULL fibre scenario, the total number of trans-
mitted quantum signals was 3.2 × 1014, and the corresponding run-
time was 2 × 105 s for a fibre length of 833.80 km. Figure 5 shows the 
visibility of the reference’s in-phase interference and the quantum bit 
error rate (QBER) of the quantum pulses with respect to time, over 
833.80 km of fibre channel (for other distances see Supplementary 
Information). The visibility distribution was concentrated around 
96.13% with a standard deviation of 0.18%, and the corresponding 
average QBER was 3.79% with a standard deviation of 2.59%.

Figure 6 presents the results for the secure key rate (SKR) 
and QBER of the TF-QKD system (for details of the results see 
Supplementary Information). The experiments were performed 
with channel losses between 69.72 dB and 140.10 dB in a VOA sce-
nario (cyan and magenta triangles, Fig. 6) and with fibre lengths 
between 511.86 km and 833.80 km in the ULL fibre scenario (blue 
and red stars, Fig. 6), respectively. In addition to the ULL fibre sce-
nario, the VOA scenario, in which the servo and quantum channels 
were replaced by VOAs (~1–80-dB range), was tested to evaluate 
the performance limit of TF-QKD. For each case we chose the 
optimized intensities and probabilities to maximize the SKR per 
quantum pulse. All experimental SKRs exceeded the absolute SKR 
bound (black line, Fig. 6), which is calculated as −log2(1 − η) with 
the detection efficiency of Charlie’s apparatus being ηd = 100% (ref. 
9). In the VOA scenario, the SKR was 7.53 × 10−11 bits per quantum 
pulse, 1,091 times as much as the absolute bound (6.90 × 10−14), 
when the channel loss was 133.20 dB. Even in the ULL fibre sce-
nario, the SKR reached 573 times the absolute bound when the fibre 
length was 786.67 km. The maximum channel loss over which we 
could obtain a positive SKR was up to 140.10 dB, which is equiva-
lent to almost 1,000 km of ULL optical fibre with a loss coefficient 
of 0.1419 dB km−1 (ref. 42). The longest fibre length over which we 
could keep a relatively high interference visibility (96.13%) and 
achieve a positive key rate was 833.80 km.

We also changed the duration of the quantum part to maximize 
the SKR per second. With a frame period of 20 μs, the total duration 

of the estimation region (in the reference part) and quantum part 
was kept at 17 μs. In the VOA scenario, the relative phase drift was 
very slow and just a 2-μs estimation region was enough to obtain an 
interference visibility of ~98.77–98.91%. There was 15 μs left for the 
stable quantum part, so the equivalent rate of quantum pulses was 
3 GHz. An SKR of 2.64 kbps was obtained with 69.72-dB channel 
loss. In the ULL fibre scenario, the duration of the quantum part 
was 8 μs for a fibre length of 833.80 km (1.6-GHz equivalent rate) 
and 10 μs for the other three fibre lengths (2-GHz equivalent rate). 
For 511.86-km and 612.42-km transmission distances, the SKRs 
were 368.9 bps and 44.05 bps, respectively, substantially (~50–1,000 
times) exceeding previous results for similar distances. Even at a 
fibre length of 833.80 km, an SKR of 0.014 bps was achieved in the 
finite-size regime.

Discussion
One of the main goals of our experiment was to attempt to obtain 
the maximum distance for a fibre-based QKD system. Here we have 
shown that our set-up can tolerate a channel loss beyond 140 dB and 
obtain a secure transmission distance of 833.80 km. These results 
are largely due to the low-noise properties of the whole set-up, apart 
from the protocol. We have minimized the noises that originate 
from the source, the channel and the detector.

The noise reduction of the source is directly related to con-
trolling the phase evolution between twin fields, which can be  
written as10

δφ =
2π

c (Δν × (nL) + 2ν × Δ(nL)), (1)

where c is the speed of light in vacuum, n is the refractive index 
of the fibre and L is the fibre length of the quantum channel. The 
first term would be zero if both twin fields were from the same 
source (Δν = 0). Both locking modules and optical amplifiers were 
required to remotely generate twin fields in previous works33,34,36,38,39, 
and both would inevitably introduce noise into the source. Our 
highly sensitive and repeater-like laser source not only effectively 
suppresses the noise of the locking module, but also avoids the extra 
noise that might be contributed by optical amplifiers. With only 
1 nW of input power, both Alice’s and Bob’s sources were locked to 
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a common laser, and the interference pattern of the two sources was 
almost identical to that of two light beams from the same laser. Thus 
the noises of the sources are close to the limit, and the first term of 
the phase evolution is negligible.

Although twin fields could be prepared almost perfectly, the 
TF-QKD system came across a quandary: as the transmission dis-
tance increased both the phase drift rate and MPI noise increased, 
but the yields of the reference and quantum pulses decreased. On 
the one hand, the phase drift becomes quite intense in a long fibre 
channel, according to the second term of equation (1), in particu-
lar high-speed drift due to the photoelastic effect of environmental 
vibrations and large-amplitude drift due to variation in the ambi-
ent temperature, indicating that an effective compensation of the 
increased phase drift requires more counts from the reference pulses. 
On the other hand, because MPI noise introduced by reference 
pulses accumulates along the quantum fibre channel and increases 
linearly with the intensity of the reference pulses, the intensity of the 
reference pulses should be comparatively weaker to obtain a high 
quantum signal-to-noise ratio. To address this dilemma, we carefully 
chose three factors that determine the QBER of quantum pulses: 
intensity, repetition rate and the duration of the reference pulses. In 
our set-up, the repetition rate was up to 4 GHz and the duration of 
the estimation region of the reference pulses was increased to 9 μs 
in each 20-μs frame period for the scenario with 833.80-km quan-
tum channels. Even though the phase drift has been well compen-
sated, the QBER of the quantum pulses was constrained by the MPI 
noise of the quantum fibre channel and the DCR of the detectors. 
By testing the interference visibility and MPI noise in relation to the 
intensity of the reference pulses, we set the intensity of the reference 
pulses to 115.2 photons per pulse to achieve a relatively high vis-
ibility (96.11%) with comparatively low MPI noise (1.03 times the 
DCR). Furthermore, we set a measurement window of 120 ps to limit 
the substantial contribution of MPI noise and DCR to the QBER.

An interesting question is whether we can further expand the 
transmission distance of QKD without a repeater. We have shown 
that the maximum channel loss of our system is beyond 140 dB. The 
limitations do not come from the source part, but from the detec-
tion part, because our highly sensitive sources are able to support 
the high-quality generation of twin fields, even beyond 150 dB in 
the repeater-like scenario. The DCR of the SSPD and the time jit-
ter of the detection part could be improved to achieve a higher 
signal-to-noise ratio. The passband of the optical filter in the SSPD 
is 10 nm; if the filter were replaced by one with a 0.8-nm passband, 
the DCR of the SSPD would be notably reduced. Once the time jit-
ter of the detection part is modified, we would increase the repeti-
tion rate to achieve more detections in unit time and narrow the 
measurement window to remove more noise. These improvements 
would increase the maximum channel loss up to 160 dB or more 
and make it possible for a 1,000-km fibre-based QKD. However, 
in the fibre scenario, we have to deal with the faster phase drift of 
longer fibre channels. Having longer fibre channels means fewer 
detection counts and more introduced noise from the reference 
pulses, which makes it impossible to continue compensation of 
the faster phase drift with the time-multiplexed strategy. To over-
come this limitation, one choice might be to implement the SNS 
TF-QKD protocol13, which has good tolerance against misalign-
ment. A better strategy to compensate faster phase drift would be 
one based on wavelength division multiplexing36, in which a bright 
signal at another wavelength could help the compensation system 
reduce the phase drift by three orders of magnitude, then fewer and 
weaker reference pulses would be able to compensate the residual  
phase drift.

Conclusion
In summary, we have demonstrated that fibre-based QKD could be 
realized with over 140 dB of channel loss and a distance of 833.8 km. 
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After generalizing the four-phase TF-QKD protocol to finite-key 
scenarios, we have developed a corresponding high-speed system 
without using optical amplifiers, and optimized its performance by 
reducing the effect of noise originating from the source, the channel 
and the detector. Our set-up not only sets records for tolerant chan-
nel loss and the transmission distance of fibre-based QKD, but also 
achieves SKRs that clearly outperform previous TF-QKD experi-
ments at similar distances. In addition, not using optical amplifiers 
in the TF-QKD helps to reduces the complexity and cost, especially 
in field and network applications. Hence our work indicates the 
great potential of TF-QKD for wider applications. We believe that 
this study provides a conceivable way to further extend the trans-
mission distance and pave an avenue towards wider-range QKD 
networks.
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Methods
Finite-key analysis for four-phase protocol. Let us consider an equivalent 
entanglement-based protocol, the flow of which is the same as for the actual 
four-phase protocol except the code mode in step 2. Specifically, in the code mode 
of step 2, Alice equivalently prepares |ψ⟩ =

(

|0⟩a′ |0⟩a
∣

∣

√
μ
〉

A + |0⟩a′ |1⟩a
∣

∣−√
μ
〉

A
+|1⟩a′ |0⟩a

∣

∣i√μ
〉

A + |1⟩a′ |1⟩a
∣

∣−i√μ
〉

A

)

/2 instead of directly  
preparing a weak coherent state, and Bob prepares his quantum  
state |ϕ⟩ =

(

|0⟩b′ |0⟩b
∣

∣

√
μ
〉

B + |0⟩b′ |1⟩b
∣

∣−√
μ
〉

B 
+|1⟩b′ |0⟩b

∣

∣i√μ
〉

B + |1⟩b′ |1⟩b
∣

∣−i√μ
〉

B

)

/2 analogously. Then Alice and 
Bob retain a, a′, b and b′ as their local qubits, send travelling states A and B 
to Charlie. After Charlie announces the clicks of D0 and D1, Alice and Bob 
measure their local qubits with the Z = {|0⟩, |1⟩} basis to obtain sifted key 
bits satisfying a′ = b′. Obviously, this entanglement-based protocol generates 
the same key bit as the actual four-phase protocol in the view of Alice and Bob. 
Moreover, it is also indistinguishable from the actual four-phase protocol in the 
view of an eavesdropper. Therefore, we can use the finite-key analysis for this 
entanglement-based protocol rather than the actual four-phase protocol.

To evaluate the secrecy of the key bits, one can resort to 
complementarity48, that is, estimate a so-called phase error rate eph, the 
error rate if Alice and Bob hypothetically measure a and b with the 
X = {|+⟩ = (|0⟩ + |1⟩)/

√
2, |−⟩ = (|0⟩ − |1⟩)/

√
2} basis instead of the Z 

basis. Evidently, if Alice and Bob observe a′ = b′ and a = b, they actually prepare 
a non-classical quantum state ρeven with probability peven (the detailed forms of 
ρeven and peven are provided in Supplementary Section A). In this sense, if Alice 
and Bob are able to prepare ρeven, eph can be estimated by observing its yield. 
Unfortunately, the preparation of ρeven is a challenging task. Indeed, what Alice 
and Bob are able to do in the actual protocol is to prepare weak coherent states 
∣

∣±√
μ
〉

 or 
∣

∣±i√μ
〉

 in code mode with probability p20/2, and mixed Fock states 
τ(μ0) = e−μ

∑

∞

n=0μn
0 |n⟩⟨n|/n!, τ(μ1) or τ(μ2) in decoy mode with probabilities 

p210, p211 and p22, respectively.
To overcome this difficulty, we further develop an operator 

dominance inequality22 applicable to this protocol. This inequality reads 
p210τ(μ0) ⊗ τ(μ0) + p211τ(μ1) ⊗ τ(μ1) − Γ τ(μ2) ⊗ τ(μ2) ≥ Λρeven, 
which holds for appropriate positive values of Γ and Λ. Leaving its proof in 
Supplementary Section A, we focus on the physics behind this inequality. 
Indeed, this inequality implies that the density matrix prepared in the 
decoy mode with intensities μ0 and μ1 can be interpreted as a mixture of 
ρeven, the decoy states with intensity μ2 and some ‘junk’ state. Because any 
physical measurement cannot distinguish quantum states with the same 
density matrices, the yield of p210τ(μ0) ⊗ τ(μ0) + p211τ(μ1) ⊗ τ(μ1) 
must upper bound the yield of Γ τ(μ2) ⊗ τ(μ2) + Λρeven. As a result, 
K1 ≡ K10 + K11 ≥ ΓK2/p22 + Kph/(p20p2even) must hold asymptotically, where Kph 
is the number of phase errors among K0 bits of sifted keys. In the finite-key region, 
Kph can be upper-bounded by a function f(K1, K2) with failure probability ϵ due to 
statistical fluctuations. In detail, similar to the Chernoff bound used in ref. 22, we 
can estimate the upper bound of eph by

eph ≤ f(K1 ,K2)
K0

=
p20peven
2K0Λ

(K1 − Γ
p22
K2 + ν(K1, K2)

√

−log ϵ
2 ),

(2)

where

ν(K1, K2)

≃ {
√

2Γ (p22+Γ )

p22

√
K2 +

√

2(1 +
2Λ

p20peven
)

√

K1 − Γ

p22
K2}.

Now we are ready to calculate the final key length G. Let us define 
HEC = 1.1K0h(ebit) as the cost of error correction, where h(x) = −xlog2(x) − (1 − x)
log2(1 − x), and ζ′ bits are consumed to ensure that the failure probability of error 
verification is up to 2−ζ′. According to complementarity48 and the composable 
security definition49, the final key length G = K0(1 − h(eph)) − HEC − ζ − ζ′. 
Meanwhile, the final key is 

√
2
√

ϵ + 2−ζ -secret and 2−ζ′-identical, so the final 
security parameter is ϵsec =

√
2
√

ϵ + 2−ζ + 2−ζ′. Note that, in this work, we fix 
ϵsec = 2−31 by assuming ϵ = 2−66, ζ = 66 and ζ′ = 32.

Simulation model. In the VOA scenario, the detection efficiency of Charlie’s 
apparatus is ηd = 29.3%, the background noise (including the dark count rate) 
of one detector is pd = 2.3 × 10−11 per window, and the misalignment error rate 
is em = 0.55%. In the ULL fibre scenario, the detection efficiency of Charlie’s 
apparatus is ηd = 28%, the background noise of one detector is pd = 3 × 10−11 per 
window, the misalignment error rate is em = 2%, and the channel transmittance 
from Alice (Bob) to Charlie is ηch = 10−0.16(L − 10.7)/20, in which L is the fibre length 
of the quantum channel. The overall transmittance from Alice (Bob) to Charlie 
is thus η = ηdηch. In the code mode, the asymptotical counting rate for the correct 
key bit is denoted by Qcorr = (1 − (1 − pd)e−2η(1−em)μ

)e−2ηem μ
(1 − pd), 

and Qerr = (1 − (1 − pd)e−2ηem μ
)e−2η(1−em)μ

(1 − pd) for the error key bit. 
Hence, the error rate for the sifted key is ebit = Qerr

Qerr+Qcorr
. In the decoy mode, 

the asymptotic counting rate conditioned on Alice and Bob both preparing τ(μ0) 
is denoted by Qd

μ0 μ0
= 2(1 − (1 − pd)e−ημ0 )e−ημ0 (1 − pd). Denoting Ntot as 

the total number of quantum signals sent by Alice and Bob, we assume that the 
observed detection frequencies are just equal to their corresponding mean values, 
which means K0/Ntot = p20(Qcorr + Qerr)/2, K1/Ntot = p210Qd

μ0 μ0
+ p211Qd

μ1 μ1
 and 

K2/Ntot = p22Qd
μ2 μ2

. Then, for any channel transmittance, we can optimize the 
group of parameters (μ, μ0, μ1, μ2, p0, p10, p11, p2) to maximize the secret key rate per 
pulse G/Ntot.

Time sequence to compensate phase drift. To compensate the fast phase drift, 
we chose a frame period of 20 μs and designed its time sequence (a diagram is 
provided in the Supplementary Information). At Alice’s (Bob’s) site, the 4-GHz 
pulse train is chopped into a time-multiplexed reference part and a quantum 
part. At Charlie’s site, quadrature interference and in-phase interference are 
produced by adding π/2 and 0 phases, respectively. The comparatively bright 
reference part is thus divided into three regions, the estimation region is used 
to estimate the value of the relative drifted phase, the phase transition region is 
used to calculate and add the corresponding error signal onto the feedback PM 
immediately, and the visibility indicator (noted as vis-indicator) region is used to 
indicate the compensated result by showing the visibility of interference. Over the 
estimation region, the photons of quadrature interference detected by two SSPDs 
(D0 and D1) are first recorded by a field-programmable gate array (FPGA). Then, 
according to the counting data, the FPGA calculates a compensated value, which 
is sent to a digital-to-analogue converter (DAC) and an amplifier to generate 
the corresponding voltage for the feedback PM. The clock rate of the FPGA is 
100 MHz and it takes 10 clocks (100 ns) to accomplish the calculation. It needs 
more time (~400 ns) to achieve a high-precision and steady compensated voltage 
because of the response time of the DAC and amplifier. The durations of the three 
transition regions (intensity and phase transition region 0.8 μs, phase transition 
region 0.6 μs, intensity transition region 0.8 μs) and the vis-indicator region (0.8 μs) 
are unchanged, but those of the estimation region and quantum part are changed 
depending on the rate of the phase drift. In the VOA simulation experiment, the 
duration of the estimation region and quantum part are 2 μs and 15 μs, respectively. 
In the fibre channel experiment with less than 800 km of fibre, the duration of 
the estimation region and quantum part are 7 μs and 10 μs, respectively. In the 
experiment with fibre with length of 833.80 km, the duration of the estimation 
region and quantum part are 9 μs and 8 μs, respectively.

Data availability
All of the data that support the findings of this study are available in the main text 
or Supplementary Information. Source data are available from the corresponding 
authors on reasonable request.
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