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Abstract—An experimental demonstration of a subcarrier-wave quantum cryptography system with super-
conducting single-photon detectors (SSPDs) that distributes a secure key in a single-mode fiber at distance
of 25 km with a bit rate of 800 kbit/s, a distance of 100 km with a bit rate of 19 kbit/s, and a distance of 200 km

with a bit rate of 0.18 kbit/s is described.
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INTRODUCTION

The problem of protecting confidential information
transferred by public telecommunication channels
nowadays is of great interest, due to new possibilities for
decrypting information by means of classical high-
speed computers and quantum computers, the latter of
which are under intensive development. In 2010, for
example, information encoded using a 768-bit RSA
cryptographic key [1], the length of which was consid-
ered very secure, was decrypted using a classical com-
puter. On the other hand, the 512 qubit quantum com-
puter used in [2] allows us to predict that 1000 qubit
quantum computers will be produced in the near future
and make classical cryptographic protection obsolete in
principle [3, 4]. One way to solve the problem of secure
information transmission is to use quantum cryptogra-
phy based on single photon technology [5, 6]. Accord-
ing to the fundamental laws of quantum physics, it is
impossible to measure the physical values of a quantum
system in an improper state without destroying it, so
that a legitimate user of such systems can be sure to
detect eavesdropping in a protected channel [7].

A practical problem in designing quantum crypto-
graphic systems is to secure their connections to tele-
communication networks. Subcarrier-wave quantum
cryptography systems are specially designed to be
compatible with fiber optic communication lines.
High key distribution rates and low error rates are
advantages of such systems, in which quantum signals
are not generated directly by a source but are shifted to
a side frequency as a result of phase-frequency modu-
lation. Compatibility with optical networks is achieved
through separation and unidirectionality of the quan-
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tum and classical signals. The theoretical foundations
of such systems were presented in [§—12].

An experimental demonstration of a subcarrier-
wave quantum cryptography system that distributes a
secure key in a single-mode fiber at different distances
is described in this work. The record key generation
rate is achieved by using superconductor single-pho-
ton detectors (SSPDs) [13]. They are characterized by
higher time resolution and considerably lower dark
counts than in avalanche photodiodes at a wavelength
of 1550 nm.

A SUBCARRIER-WAVE
QUANTUM CRYPTOGRAPHY SYSTEM
FOR SECURE KEY DISTRIBUTION

Figure 1 shows a block diagram of our system. A
semiconductor laser generates a signal with a wave-
length of 1550.12 nm. This radiation is modulated by
phase modulator FM 1, which is controlled by a signal
arriving from an electronic control unit. As a result of
phase modulation, two side frequencies separated from
the carrier optical frequency by rate of the modulating
radiofrequency signal of 4.4 GHz appear in radiation
spectrum. Signal power at the side frequencies is con-
trolled by varying the amplitude of the modulating sig-
nal. The modulated signal is then attenuated by attenu-
ator AT. At the attenuator’s output, the signal power at
the side-frequencies corresponds to the mean photon
number in a pulse 0.26. Each bit of the transmitted sig-
nal is encoded by introducing phase shift ®, into the
modulating signal. The phase shift is controlled by the
electronic control unit and is chosen arbitrarily from
two possible values, 0 and 7, for each bit.
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Fig. 1. Block diagram of our subcarrier-wave quantum cryptography system. FM1 and FM2 are phase modulators; AT is the
attenuator, KP is the polarization controller; CF is the spectral filter; DOF is the semiconductor single-photons detector.
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Fig. 2. Spectrum G(®) and signal oscillogram under (a) destructive and (b) constructive interference.

The electronic control units in the transmitting and
receiving modules are synchronized using a special
waveform: a sine function with a frequency of
20 MHz, a gate pulse of 10 ns, and a frequency of
10 MHz. The first (start) gate pulse initiates key gen-
eration, and the subsequent gate pulses synchronize
the recording of quantum counts in the buffer memo-
ries of the transmitting and receiving modules. A sinu-
soidal signal synchronizes the signal modulation gen-
erators in the transmitting and receiving modules. The
synchronizing signal is transmitted by a coaxial cable.

The cryptographic key is generated according to
the B92 protocol [13].

In the receiving unit, the quantum signal generated
by the laser arrives at the optical-fiber polarization con-
troller, phase modulator FM2, and spectral filter SE
connected in series. The spectral filter separates the

BULLETIN OF THE RUSSIAN ACADEMY OF SCIENCES. PHYSICS

side-frequency signal, which is detected by supercon-
ductor single photon detector DOFE At this stage, the
signal is modulated once more. Phase modulator FM?2
is controlled by the electronic control unit, and the bit
sequence is encoded as in the transmitting unit. The
modulation frequency is 100 MHz. Phase shift @y is
introduced into the modulating signal, and each bit
shift (0 or ) is chosen arbitrarily from four possible
values. The resulting power of the subcarrier wave
depends on @, and ®y. If ®, = Oy, constructive inter-
ference (Fig. 2a) is observed in the side-frequency
optical signal, and the optical signal’s power differs
from zero. If ®, — @z = w, destructive interference
(Fig. 2b) is seen, and the registered power of the sub-
carrier wave corresponds to the dark noise of the sin-
gle-photon detector.

The exchange of information needed for process-
ing the measurement results is done in a public chan-
Vol. 78
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|

Communication line (25, 100, 200 km)

Fig. 3. Experimental setup of our subcarrier-wave quantum cryptography system. The figure shows the transmitting unit (Alice),
the receiving unit (Bob), and the superconductor single-photon detector.

nel. The quantum signal is processed in the control
electronic unit; as a result, the raw signal is generated
simultaneously in the transmitting and receiving units.
The error coefficient is calculated for the raw key, and
legitimate users can conclude whether or not a third
party is eavesdropping. If there is no eavesdropping,
the errors are corrected, and a secret cryptographic
key is generated in the transmitting and receiving
units.

CRYPTOGRAPHIC KEY DISTRIBUTION
IN AN OPTICAL FIBER

The cryptographic key in our system was gener-
ated under laboratory conditions (Fig. 3). The fol-
lowing parameters of the system were measured: gen-
eraton rate and the quantum bit error rate (QBER) at
different distances: 25, 100 and 200 km. As a test line,
we used a Corning SMF-28 ULL optical fiber with-
out a buffer shell and with a certified loss of
0.17 dB/km.

The mean photon number in a pulse was the same
in all experiments: 0.26. This value is determined by
measuring the optical power at the input of the trans-
mitting unit, according to the formula

_ _Pr
n=—m,
hekf
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where P is the optical power of radiation at the input of
transmitting unit, A = 1550.12 nm is the radiation wave-
length at the central frequency, / is Planck’s constant,
c is the speed of light, k = 40 is the ratio between optical
power at the carrier frequency and the side frequency
(signal), and f = 100 MHz is the clock frequency of
modulation. The contrast in the interference picture,
i.e., the ratio between optical power under constructive
interference (Fig. 2b) and optical power under destruc-
tive interference (Fig. 2a), is K= 90.

An Agilent 53131A counter was used to record the
rate of key generation. The number of detectors counts
per second was measured. The number of counts cor-
responded to the raw cryptographic key bitrate. In this
work, we used a superconductor single-photon detec-
tor (SSPD) cooled to ~2.7 K by liquid helium in a
closed-cycle unit. For optical radiation at a wave-
length of 1550 nm, the quantum efficiency of the sin-
gle photon detector was 16% with the rate of dark
counts was not higher than 10 counts per second.

EFFICIENCY OF QUANTUM
KEY DISTRIBUTION

Several calculated and experimental parameters
were used to assess the efficiency of our telecommuni-
cations system. The main parameter was the Quantum
Bit Error Rate of the system, QBER [15].
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Experimental results for cryptographic key distribution over
a subcarrier wave

Measured value at a distance of
Parameter
25 km 100 km | 200 km
Key generation rate, 800 19 0.18
kbit/s
QBER, % 0.4 0.45 1.5
Mean photon number
per pulse 0.26

QBER is defined as the ratio between error bits and
the total number of received bits,

NWl'Ol’lg — Ren' ~ & (l)
Nright + Nwrong Rerr + Rsift Rsift
where Ry (sifted key length) corresponds to counts

when Alice and Bob (sender and receiver) bases coin-
cide, and is equal to half of the raw key, R,,:

1 1
Rsift = ERraW = Eq}(‘rep“tlinknﬂ (2)

where f,., is the pulse repetition frequency; p is the
mean number of photons per pulse; ¢, is the transfer
coefficient, i.e., the probability of a photon reaching
one of Bob’s detectors; and 1 is the probability of a
photon being detected, i.e., the quantum efficiency of
detector. Factor ¢ <1 (usually equal to 1 or 0.5 in dif-
ferent reports) is introduced into the system with
phase encoding in order to account for noninterfering
photons.

QBER =

Let us examine different components of R,,.. The
first component characterizes photon reaching a
wrong detector due to imperfect interference or depo-
larization, and we designate it as R, Coefficient R,
is determined by the product of Ry, and p,,, which is
the probability of photon striking a wrong detector,

= l ereputlinknpopt- (3)

Ropt = Rsiftpopt 2

We can accept this component as an indicator of opti-
cal stability for our quantum cryptography system.

The second component R, is determined as

11

Rdet = Ei.freppdarkn’ (4)
where pg, is the probability of dark photon recording
in the time window of detector triggering, and # is the
number of detectors in the system. By integrating both
contributions, we can write QBER as

QBER — ROD[ + Rdet
Rsift (5)
ar n
= Pop + t"m = QBER,,, + QBER ..
link
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For systems with phase encoding,
1-V
QBERopt = T: (6)
where Vis the visibility of the interference picture.
The relationship between visibility and communi-
cation distance (L) can be written as

al/10
— [max _Imin —

_ MBob (7)
]max - ]min px 10° MNBob + 2pdark

where 10" describes signal attenuation in an opti-
cal fiber with length L; o is the attenuation coefficient
of a single-mode fiber; and ng,, is a coefficient that
includes both the efficiency of photon detection and
the photon losses due to Bob.

The second component,

pux10"
al/10

QBER,, =" fuuk ()
2qutyin
increases with distance, since the rate of dark counting
for photons is constant, while the bit rate and #;,,
diminish.
QBER can thus be written as

DPdark + _n Pdark (9)

MloiaL/lonBob + 2Dgark 24U 11imN

The experimental results are presented in the table. It
can be seen that the quantum error coefficient is quite
low for different lengths of communication lines
(the limiting permissible value is 10%), allowing us to
state that information is adequately protected in our
subcarrier-wave quantum cryptography system.

QBER =

CONCLUSIONS

An experimental setup for secure quantum key dis-
tribution using a subcarrier-wave quantum device was
described. Signal transmission at side frequencies with
powers corresponding to the mean number of photons
in a pulse equal to 0.26 in a single-mode fiber at dis-
tances of 25, 100, and 200 km at bit rates of 800, 19,
0.18 kbit/s was demonstrated. To the best of our
knowledge, the bitrates demonstrated at these dis-
tances are record for this type of system designed for
telecommunication lines.
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